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1. Introduction

This version of user manual applies to the following version of the SecureStore application: 2.16 and
higher. The above-mentioned versions have the same functionality and identical user interface.

2. Access data for the card

Access to the card is protected by PIN, similarly as for e.g. payment cards.

PIN is a 4 to 8-digit number. If you enter an incorrect PIN value three times in sequence, PIN will be
automatically locked.

PUK value is intended to unlock PIN.

PUK is a 4 to 8-digit number. If you enter an incorrect PUK value 5 times in sequence, PUK and the whole
card will be locked.

The card part called fAiProtected personal Thisarpadssi t or i e
protected by a special PIN, the so-called protected repository PIN. To unlock the protected repository

PIN, use PUK mentioned in the previous paragraph.

The protected repository PIN is a 4 to 8-digit number.

2.1 Card initialisation

The card initialisation dialog is usually displayed at the first launch of the application if you did not receive
the PIN envelope for the card. It is necessary to setup PIN and PUK to work with the newly inserted card
using this dialog. It is necessary to remember this PIN and PUK very well, or to store it at a safe place so
that nobody could gain access to it.
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3. Main screen

Figure 1 - Main screen

% SecureStore Card Manager (v. 2.16.1) A —— — | oS e S
To select the smart card reader...  About...  To terminate application
+4 Regenerate data from the card (F5) EI:ITD change PIN 1 Tounlock PIN  To initialise PIM for the protected repository
e =1 Card information - o
E|-- Personal certificates Card information
= ) Objekt 03/11/2010 07:33:0
-{=] Jan MNovotny Reader: SCM Microsystems Inc. SCR33x USB Smart
----- ¥ Klagovy par Card Reader 0
----- =] Ziadost’ o certifikat
: Card ber: Q203 0300 0001 4184
|| Object 03/11/2010 08:44:1 ard number
[ Petr Novj card holder: [
----- % Key pair
G -
----- =| Certificate request ompany |I
[=- ] Object 03/11/2010 09:18:4) _ Issued by: 16.04.2010
[ John Smith 3
& John m Card type: Starcos 3.0
----- % Key pair
----- =] Certificate request Version of the card 1.2
£ Objekt 16/11/2010 07:26:4 application:
PE,Er P,N”l Free capacity of the 12364 B
% Klicovy par card:
= ) TWINS 20/10/2010 09:33:5
=] vladimir Cert PIN: 0K, remaining attempts: 3 / 3
& Viadimir Cert PUK: 0K, remaining attempts: 5/ 5
----- e Kiigovy par
..... T Kiigovy pér PIN for protected PIN for the protected repository has not
_____ =) Zadost o certifikat repository: been initialised yet.
= -; Objekt 02/12/2010 11:37:0
--[=] Jan Novotny
----- T Kligowy pér
----- =| Zadost o certifikat
B0 Objekt 06/12/2010 08:31:1
- Kligowy par
= ] Objekt 06/12/2010 08:35:3
4 I I il | |

At the top right screen area, there is the basic information about the card holder, card validity, chip card
reader in which the card is inserted, and the version of the card file system.

At the top bar, there are the following options:

The
simultaneously connected to your PC. You can slect the reader with which you want to work. The chip
card number and type is displayed for the chip card reader in which the card is inserted, see the following

figure.

opToomefiect

chip

is agefdl if yeuahdwerseveral smart card readers

I f you have sever al chip card readers

window is displayed even after the application is launched.

cpnecacded etad e
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Figure 21 Selection of the chip card reader
o Y
Selection of the smart card reader g

-~

| ORGA - MCT Device 1 Slot 1 (USB) O |

| ORGA - MCT Device 1 Slot 2 (USB) 1 |

SCM Microsystems Inc. SCR33x USB Smart Card Reader 0
9203 0300 0001 4184

Cancel

—

If you have only one chip card reader connected to your PC, the window is not displayed and the
information about the reader detected is mentioned in the first line of the introductory screen.

Thei Rest ore dat a f optomwilt répeatedlyadovehidad the data from the chip card. F5 key
has the same functionality.

ThePIMN modi f ioptiantwill change the main card PIN. It requires entering the existing PIN and
the new PIN 2-times to confirm it.

Figure 37 PIN modification
-

i,
PIN modsfication : .

PIN: | |

New PIN: | |

Corfimation of PIN: | |

ok | | cancel | N

The i Un | o c k opfdn Hlldows setting a new PIN value in case you lock you PIN. PIN is locked after
entering 3 incorrect PIN values. Entering the PUK value is needed to unlock PIN.

The optionof A PI N modi fication for t h ealowps nodifgngtPi®&dor & sparialsi t or
cart part called the Protected personal repositories.

The optionof AiPI N unl cmakitnhge fpr ot e ct eatlows umlpckirsg iPitN dor thedProtected

personal repositories.
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4. Displaying information about the pair of
keys

Figure 41 Pair of keys

Z"ffg SecureStore Card Manager (v. 216.1) e — =NREN X
To select the smart card reader...  About...  To terminate application
?( To remove the pair of keys
-4 Card information - -
El-- Personal certificates Pair of keys
= ] Objekt 03/11/2010 07:3
-{&] Jan Movotny Generated: | 03.11.2010 08:44:18
----- % KIigovy par — o y
_____ ) Ziadost o certifikat Key origin: | Key was generated in the smart car
= ) Object 03/11/2010 08:4 Key Coding key
-[=] Petr Novy purpose:
----- ® . .
----- =] Certificate request RN Bl e |
©-. ] Object 03/11/2010 09:1| (| | Modulus: | 9d 54 <O 14 9c a2 bf 9c 8f 31 8f 69
= 0hn Smith E 11 23 93 f7 62 3e f6 fb 5d 14 51 7
~d Jonn smi 6f 1e Of 74 f4 18 04 d9 43 46 01 da
----- s Key pair 9a cd f2 53 79 0d 1a 4c 2f 1la bd 7
_____ = ; a7 dl ca 11 a7 B0 ee 56 32 51 02 35
; B Certificate request 94 5c 9d f6 9e e5 80 63 68 C3 69 27
-] Objekt 16/11/2010 07:2 a9 d2 f9 11 b2 5d 9f 83 a7 61 c6 29
=] Petr Prvni 7f 99 0d ca 5a 61 f4 5a f6 ac 05 cl
o i& Klicovi par 1c 3a a6 91 Bb 3c 02 bé 6a 96 ab6 3c |
: VY p 4d a3 b3 49 1f 03 46 79 a5 29 7d 44
=+ ) TWINS 20/10/2010 09:2 55 eb 91 3d da e7 e3 03 a9 a9 d5 4e
3 viadimir Cert 29 1d 64 bb e0 83 f2 1d 14 c3 d0 c2
acmir e 3a 54 67 73 36 50 43 4Ff 1b bb 8 d5
& Viadimir Cert 01 b2 d0 2d bb da 97 56 41 29 &d 45
----- e Kligovy par 96 98 64 be 4d 26 ce d3 dc f9 93 of
_____ T\ Kligovy par dc al 4c 4f b5 90 d0 58 e6 d7 ac c4
(v Micovypar f4 6 d9 9a 32 e8 fc 83 af 9e e9 3b
- =] Zadost o certifikat 5b ac e3 6b cc c4 62 ad 4a 53 35 98
-, ) Objekt 02/12/2010 11:3 1c 60 fa e3 e5 26 cd 7d 47 ec af 28
'] 2"{2"{, fc 7c aa 9e 0Oe ald 75 b0 fb 13 f5 7
&l Jan Novotny 00 c9 75 7f db 7f eb 1c 7a cb 5F 10
----- i Klicovy par ca 33 f2 2d
g .Zaclost o certifikdt Exponent: | 01 00 01
i) Objekt 06/12/2010 08:3
B\ Kligovy pér
=-_j Objekt 06/12/2010 08:3 ~
] Tl 3 &

Time of the public/private key generation specifies exact time when they key was generated on the card
orimportedtothecard. Thi s i nf ormation is displayed by the AKey
I n the AKey purposeo item, it is indicated whether t
Furthermore, the key type is indicated here: in our case, it is th e key for the RSA algorithm with the

length of 2048 bits.

It is followed by the hexadecimal list of exponent and module of the public key for visual inspection.

Keys may be removed from the card throughlhigopteni®o pt i o1
available after clicking the right-hand mouse button on the particular key pair, see the figure below.

Figure 517 Removal of the pair of keys
-1 Object 03/11/2010 08:44:17
Petr Novy
w
=] Certific X To remove the pair of keys
; Object 03/11720T0709718" p |

The option of ATo remove the pair of keyso will irr
both the private and public keys will be deleted). If the private key for a private certificate is removed, it
is not possible to sign and decipher with the certificate anymore!
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5.

Certificates

5.1 Displaying the certificate

Obr. 6 Displaying the certificate
=

%&, SecureStore Card Manager (v, 2.16.1)

To select the smart card reader...  About...

@Tﬁ show a certificate detail

Y = W .
To terminate application

B9 To register the certificate to Windows

Certificate export

----- B3 Card information -

EI Personal certificates

Personal certificate

=-_ Objekt 03/11/2010 07
--[Z] Jan Novotny
----- T Kraéowy pér

Issued
for:

C=CZ
CH=Petr Movy
E=novy@seznam.cz

----- =] Ziadost' o certifikat
= .,' Object 03/11/2010 08
----- ‘R Key pair

----- =] Certificate request

Issuer:

C=C7

CH=LCA — Test Standard Certification Authority,
01/2010

O=Prvni certifikacnl autorita, a.s.

OU=I.CA - Provider of Certification Services

= Object 03/11/2010 09
{2 John Smith
----- ‘R, Key pair

Certificate
type:

Commercial certificate

----- =| Certificate request
= ] Objekt 16/11/2010 07
(& Petr Prvni

Validity
(from-to):

3.11.2010 8:54:46 - 3.11.2011 8:54:46

----- T Kligovy par Serial
] number:

= TWINS 20/10/2010 09

7CF9 (hex)
31993 (dec)

=] viadimir Cert 3
-2 viadimir Cert

LCA
identifier:

194941

----- T Klicovy pér

..... T Klicovy par Key type:

RSA (2048 Bits)

----- =] 74dost o certifikat
=N .; Ghjek‘t 02/12/2010 11
-[&] Jan Novotny
..... ¥ Kligovy par
----- =] Z4dost o certifikat
| Objekt 06/12/2010 08
X Kligovy par

- Objekt 06/12/2010 08

X Klicovy par

-[=] Partner certificates
|;—:|-- Certificates of certificatior
-.[=] L.cA - Standard Certifi
L.CA - Qualified Certifii
L.CA — Test Qualified ¢—
-.[=] L.CA - Test Standard ¢
r;‘|,_] Personal repository A8

Public key
(DER):

1 | 1 [ 3

30 82 01 0a 02 82 01 01 00 9d 54 <O
14 9¢ a2 bf 9c &F 21 &F &0 11 23 93
f7 62 3e fo fb 5d 14 51 76 af 1e OFf
74 f4 18 04 do 43 46 01 da 9a cd f2
53 79 0d 1a 4c 2f 1a bd 72 a7 dl ca
11 a7 80 ee 56 32 51 02 25 94 5c 9d
f6 92 o5 BO 62 68 c3 60 27 ad d2 f9
11 b3 5d 9f 83 a7 61 ce 39 7f 99 0Od
ca 5a 61 f4 5a fo ac 0% ¢l 1c 3a a6
91 Bb 3c 02 b6 6a 96 a6 3c 4d a3 b3
49 1f 03 46 79 a5 29 7d 44 55 eb 01
3d da e7 e3 03 a9 a9 d5 4e 29 1d 64
bb 20 83 f2 1d 14 c3 dO c2 2a 54 &7
73 36 50 43 4f 1b bb f8 d5 01 b2 dO
2d bb da 97 56 41 29 Bd 45 96 98 64
be 4d 26 ce d3 dc f9 93 Of dc al 4c
4f b5 90 dO 58 e6 d7 ac c4 4 f6 do
0a 32 eB fc B3 af 9e 9 3b 5b ac e3
6b cc cd 62 ad 4a 53 35 98 1c 60 fa
e3 e 26 cd 7 7 ec af 28 fc 7c aa
O9e Qe a0 75 b0 fb 13 f5 71 00 €9 7
7f db 7f eb 1c 7a cb 5f 10 ca 33 f2
2d 02 02 01 0O 01

m
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5.2 Work with the personal certificate

Options for working with the certificate stored on the card are accessible after clicking the right -hand
mouse button on the particular certificate, see the figure below.

Figure 717 Options for working with the personal certificate on the card

- Object 03/11/2010 08 H Issuer: c=CZ

@m on2 CN=LCA — Test Sti
¥\ Key pai @ To show a certificate detail...

=) Certific; 8 To register the certificate to Windows
-4 Object 03/|[E Certificate export...

& John 1

Y. Key pail

“in

=

To remove certificate

Tl t

Options for the certificate import to the card are available after clicking the right -hand mouse button
on the personal certificates item, see the figure below.

Figure 81 Options for import and registration of a personal certificate

B4 Card intormation - |

. C - ‘ : I,Dmcnnal,tnrbﬁrauv;l
=+ i Obje| =] To generate the application for certificate...

2 Import of the personal certificate...

B9 To register personal certificates to Windows

- Obje. :& Importing the pair of keys from backup (PKCS#8)...
P(¥S Importing the pair of keys (PKCS#12)...
W Keypar | e scicomiane

If the repository containing the appropriate key pair (private and public) is not found on the card
during the personal certificate import, the certificate will be imported as the certificate of partners.

The certificates for which you do not have a private key and that are not considered trustworthy CA
certificates are imported as partner certificates.

Displaying the raw certificate data is intended only for experts to check the certificate data visually.

5.3 Work with  the root certificate of the
certification authority

The new card contains the necessary root certificates of the certification authority that are stored in
the part of ACertificates of certification authori:

The certificate can be imported as the CA certificate only in case it is the certificate of a permitted CA
for the particular card. Certificates of other CAs or the newly issued CA certificates can be imported in
the cmf format.
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Figure 9 7 Import of the certification authority certificate

|

&) Partner certificates

=R E | Certificates of certification authorities

E13 Import of the certification authority certificate...

! B9 Toregister certificates of the certification authorities to Windows
Lim vesc uumeu verm ol |

R s Tach Fhccdacd Pt vablce 2.

The root I.CA certificates constitute a part of Windows. If you need to register root certificate for a

card, use the option ATo register tTheroot eerificdtefid c at e
registered to MS Windows as a trustworthy root certificate. This export requires confirmation of
registration for MS Windows.

Figure 107 Registering the certification authority certificate to Windows
(=] Partner certificates

SRE2 | Certificates of certification authorities _\

E13 Import of the certification authority certificate...

! B9 Toregister certificates of the certification authorities to Windows
Lim vescguumeu verm "
[ B Tach Fhvcdacd Fadilllcubica 2. I
A mass registration of root certi fi ccarifieates af he al | 0\

certification authorities to Windows" button, see Figure 9.

5.4 Registration of personal certificate

to Windows
Registration of certificates can be accomplished
register the certificat e t o Wi ndows o0, see Figure 7.

Registration of an individual certificate to MS Windows will export the certificate to the certificate
repository of MS Windows. In case of personal certificate, export to the personal certificates
repository takes place and the certificate is exported without the private key: it will stay on the card

and will never leave it. It is possible to encrypt and sign with such registered certificate by using a
card with a private key.

A mass registration of personal certificatesi s al |l owed by the option of t
certificates to Windows", see Figure 8.
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6. Personal repository

Figure 11 - Personal repository

T — - FE
% SecureStore Card Manager (v. 2.16.1_ -— [-:" g
To select the smart card reader...  About...  To terminate application

Lj Imparting the file to the personal repository

= Objekt 06/12/2010 08:35:38 - -
L Kiigovy pér -
Personal repository
-{&] Partner certificates
- Certificates of certification authorities zkusebnibed | 03.11.2010 07:19:22 R

----- LCA - Standard Certification Authority

LCA - Qualified Certification Authority,

----- L.CA — Test Qualified Certification Autt

...[2 LCA — Test Standard Certification Authority, 01/2010 ]
=MW | Personal repository f

o] zkusebni.td ]
----- % Protected personal repository

1 | 1 [ 3 -

You can save small files (a few kB) to Personal Repositories; they will be ready at hand and protected on
the chip card. On the card, you can save both the text file and the binary file.

It is possible to import both to the protected and to the public repositories. For the option of protected
(secured) repositories, you will be asked to enter PIN for prote cted repositories (different from the main
PIN). If this option is used for the first time, the request to setup the PIN for protected repositories will
be simultaneously displayed.

Figure 127 Importing the file to the personal repository

[E] LA - Test Standard Certification Aut ‘

a Iﬂ |1 Importing the file to the personal repository...
£l ProtecteT persONaT TEPUSOTY -1

Figure 137 Importing the file to the protected personal repository

] zkusebni.td
4 ¥ Protected personal reposito | _
ﬁ Import to the protected personal repository... L

To display the items in the protected repository, you must enter PIN for the protected repositories.

The files stored in the personal repository can be exported; for their export, enter the whol e file name
including its suffix.

Figure 14 7 Exporting the file from the personal repository

-] Personal repository

5 protected ] File export...
: 75 Toremove file
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7. Application control

The individual application functions are realised by means of context menu. Context menu can be opened
in two ways:
e Clicking the tree item in the left part of the screen with the right -hand button
e Clicking over the right screen area with the right -hand button; there is information about the
selected item from the left part of the screen.

7.1 Context menu for Card Information

It includes basic administrative operations concerning the card that are associated with PIN and PUK
administration and with repeated data download from the card.

Figure 157 Card Information

T ——

To select the smart card reader..,  About...  To terminate appboabion

i*,mmmﬁmucaums} E[lTochange PIN [E Touwnlock PIN  To initialise PIN for the protected repository

B4 Card information &
=-[=] Personal certificates Card information
=] Objekt 03/11/2010 07:33:06
= 1an novotny || | Reader: SCM Microsystems Inc. SCR33x
YL Kridovy par 3 USE Smart Card Reader 0
= Fiadost' o certifikat -
&} Object 03/11/2010 08:44:17 Card number: 9203 0300 0001 4184
=] petr Howy ' Card holder:
‘?\ Key pair *+ Regenerate data from the card (F5)
=] Certificate request El Ta change PIN...
& Object 03/11/2010 09:18:44 El To unlock PIN..
=] 30hn Smith o _
: O inrialise orthe pro B0 MEposNony ..
% Key pair To initialise PIN for the protected repository
E] Certificate request Ell  To modify PIM for protected repository...
= ] Objekt 16/11/2010 07:26:41 Bl To unlock PIM for protected repository..
= Pe.tr P“'m Free capacity of | 12364 B
W Kiicovy par 7| | the card:
nr k

Page: 12/ 24



SecureStore |.CA

7.2 Context menu for
Certificates folder

Figure 16 - Context menu for the Personal Certificates folder

B s Coamrge 2l I e

the Personal

To select the smart cardreader...  About...  To terminate application

=] To generate the application for certificate (=] import of the personal certificate

B8 Card information -
- =) Personal certificates
= Objekt 03/11/2010 07:33:06
Jan Novotny
Y& Kracovy pér
=) Ziadost o certifikat
=4 Object 03/11/2010 08:44:17
Petr Novy
T\ Key pair
2] Certificate request
=\ 4 Object 03/11/2010 09:18:44
& John Smith
T& Key pair
&) Certificate request
= Objekt 16/11/2010 07:26:41
& petr Prvni
T\ Klicovy pér
=1 4 TWINS 20/10/2010 09:33:57
& viadimir Cert
& viadimir Cert
P KliFow nAr

m

Personal certificates

Jan Novotny 3.11.2011 7:46:01 11388
Petr Novy 3.11.2011 8:54:46 11338
John Smith 3.11.2011 9:27:19 11328
Petr Prvni 16.11.2011 7:29:17 13328
Viadimir Cert 20.10.2011 9:48:01 13388
Viadimir Cert 20.10.2011 9:48:03 11738
Jan Novotny 2.12.2011 11:49:22 11388
é] . _Tc; generate;e apgc—ati_o—n ;(;r ced}lcate...

[E Import of the personal certificate...

B9 To register personal certificates to Windows

Y& Importing the pair of keys from backup (PKCS%8)...
ﬁ. Importing the pair of keys (PKCS#12)...

7.2.1 Generate application for certificate

It allows generation of an application for certificate. Select the type of application for certificate and enter

the request to back-up the key for the cryptographic certificate.

Figure 17 - Selection of application type and key back-up
r -

Generation of the application for certificate

=

Application type: [Ppplicatiun for a commercial certificate

7

Length of key: |2048

d

i

[ Tao create backup of cipher key (PKCSHE)?

File: |

Passwaord: | |

H = W T BT W
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The key length may be 1024 bits or 2048 bits. A key of a 2048-bit length is longer and safer. A key of
2048-hit length is required for the I.CA certificate s.

Cryptographic keys can be generated with back-up that is stored outside the card. They will be stored to
the secured PKCS#8 file with a password that you will enter in the window, see Figure 17.

The signing keys are generated directly on the card, and it is not possible to export the private key
outside the card.

The keys will be generated after confirmation of this dialog: it can take tens of seconds up to 1 minute.
Subsequently, the NewCert application will be launched and it will generate the application for certificate.

Figure 18 - Selection of the certificate type in the NewCert application.

- -
L2 ICANewCert v2.0.3.4 = | O] |

Request for a certificate » Request for a commercial certificate

1. Select the type of certificate required:

@ Commercial certificate

2. Who is the certificate for?
@ Individual
) Employee
©» Employee - projects
() Corporation

3. Select the pr dure to g te an ication:

@) User interface (recommended)

©) Extended interface (for experts)

Continue

Request for a commercial certificate for an individual - comfort MNUM
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Figure 191 Personal data setting

- _—— v = -
2 ICANewCert v2.0.34 = Q

@E 00

Certificate req = for a

cial certificate for an individual - comfort

Applicat
Field
Title (before name)
Name
Surname
Title (after name)
Birth registration number
Residential address
Street (ST)
Mumber (ST}
Townfdty (L)

Country (C)

E-mail *)
Key

Password for invalidation

Please complete this form with the information required for 2 certificate to be issued.

The fields must be completed in accordance with the document CERTIFICATION POLICY for issuing personal commercial certificates,
chapter 3 "Identification and Authentication”, which is published by Prvni certifikaéni autorita, a.s. All compulsory fields must be completed to
generate a certification request. Compulsory fields are highlighted in the form in colour.

Please enter the information with diacritics

Your data Example
|.J ohn John
|Certifikat Smith

——

Foreigners may enter their birth dates instead of birth
| registration number

| Dolni

[ 11/22

| Prague

Czech Republic -

|ce|‘l|ﬁkat@abc cz jirina_novakova@ica.cz

Request for a commercial certificate for an individual - comfort

Figure 207 Confirmation of data provided for the application
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